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1 INTRODUCTION

This Appendix is related to maintenance and support of the BCS solution provided as part of the
SSA-T Agreement.

SSA-V Appendix 1 describes the needs as deemed suitable by the Customer to maintain and
support the BCS solution delivered by the Contractor under the SSA-T Agreement.

The Contractor shall provide their response in SSA-V Appendix 2 where text inserted by the
Contractor should be marked with blue font.

Note: the remaining descriptions of this Appendix will be clarified during the negotiation
phase.

2 GENERAL REQUIREMENTS TO BE FULFILLED BY THE CONTRACTOR

The Customer's Broadcast Control System is a vital part of the Customer’s modernized
production platform. The BCS solution provides a mission critical service for the Customer and
unscheduled downtime affecting the Customer’s ability to broadcast cannot be accepted.

Furthermore, cost-efficient, and optimized support and maintenance as described in this
Agreement will for the lifecycle of the BCS solution be of high importance to ensure the
Customer has an up-to-date and well-functioning system.

During the duration of this maintenance and support agreement, the BCS solution will have to
be adapted to the Customer's needs as part of the transformation journey.

The Contractor must provide an overall description of their understanding of the assignment
and the maintenance and support services offered, including any prerequisites.

The Contractor shall describe how a combination of proactive and reactive maintenance
services can enable them to guarantee uptime and transmission capability set forth in SSA-V
Appendix 5.

The Contractor should offer their standard maintenance and support service agreement that, to
the best extent, fits or exceeds the requirements outlined in SSA-V Appendix 1 and 5. The
description of the service shall address which level of standard service agreement that best fits
the Customer’s need.

# Requirement

1 The Contractor must describe how the system is kept updated at any time in cooperation and per
agreement with the Customer.

2 The Contractor must describe how they take care of their responsibility for life cycle management of the
software that is necessary to maintain the agreed function and service level.

3 The Contractor must describe how they will carry out maintenance of the software so that the solution
can be kept up to date in terms of security and quality throughout the entire agreement period.

4 If any standard software or third-party software is included in the solution, of which the Contractor has
not developed itself or does not maintain itself, please describe how this will be handled by the
Contractor support organization.

5 The Contractor is responsible for quality and performance also for any standard software or third-party
deliveries, and any maintenance conditions agreed between the Contractor and the third-party supplier
must be attached in SSA-V Appendix 10, and the terms and conditions for the maintenance service shall
be explicitly specified in a separate chapter in SSA-V Appendix 2.

6 Present roadmap: The Contractor should at least once a year present in writing form any new
functionality that will be available the next 12-24 months.

7 The Contractor should proactively contribute to keep down cost levels associated with the operation
and maintenance of the solution.

8 The Contractor should describe how release of new feature will be deployed in NRK'’s operations
environment.
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e  Expectations from NRK for the release cycle
e  Expectations from the test and integration with other vendors

e  Describe information and operations about release of new feature.

9 Migrating: If the Agreement is terminated, assistance to migrate customer data is to be provided.
10 Interface: If the Agreement is terminated, structured interfaces for delivering data to new solution is to
be provided.

3 HANDLING OF INQUIRIES

Customer’s requirements related to handling of inquiries are set out below;

# Requirement

1 The Contractor must have a dedicated help line/user support making it possible for the Customer to
report critical problems. The Contractor is asked to describe in SSA-V Appendix 6 the support
organisation and communication channels, i.e., phone/web/e-mail.

It is preferred that the Customer is given access to the Contractor’s service management system for self-
service in registering and monitoring the progress on the issues solving.

2 The Customer will provide the Contractor with remote access to the relevant parts of the infrastructure,
to facilitate on-line investigation on the solution.

The Contractor must be able to use remote access for user support and troubleshooting /correction.

Routines and toolset for remote access is to be discussed and agreed upon during the implementation
phase.

3 Where the Contractor does not itself supply the products (including hardware and software), the
Contractor shall accept that the Customer can take direct contact with the manufacturer whenever the
Customer think it is appropriate.

4 COOPERATION PLAN (CLAUSE 2.1.2)

The cooperation requirements as part of the maintenance agreement are set out in SSA-V
Appendix 6.

5 SCOPE OF THE MAINTENANCE SERVICES (CLAUSE 2.2.1)

The following services are part of this maintenance and support agreement.

5.1 user support (clause 2.2.4)

# Requirement

1 The Contractor must provide second- and third-line support. First line support will be handled by the
Customer.
2 The Contractor must have available qualified personnel for providing third line support and take

technical support calls and on-line communication via telephone, e-mail, and the fault reporting system.
The user support is to be described in SSA-V Appendix 6.

3 The Contractor must have an option for reporting critical issues (Level A) 24/7-365, and support staff
ensuring that the critical issues will be handled in accordance with SSA-V Appendix 5.

5.2 Preventive maintenance

4
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1

The Contractor must keep updated on current OS support to ensure the Customer is not left on an EOL-
branch of OS.

The Contractor must continuously make security updates and patching of known vulnerabilities
available to the Customer.

The Customer carries out all upgrades and patching themselves.

The Contractor must actively notify the Customer of events that may affect the Customer's use of the
system, such as known errors and the need for upgrades and security updates.

The information is to be readily available for the Customer. The Contractor must inform on when and
how the error is planned to be solved and inform on whether any temporary solutions are available.

The Contractor should at regular intervals (e.g., annually) perform a solution health check in
cooperation with the Customer. Based on this, the Contractor shall provide a plan of action to resolve
any issues within a reasonable time plan.

When applying changes, upgrades, and maintenance to the system, it has to be done in a manner that
doesn’t affect the uptime and delivery of the service provided by the system.

The Contractor is asked to describe other preventive services that they believe are necessary for them
to be able to guarantee the level of service expressed in SSA-V Appendix 5.

Please inform whether these services are part of the standard service agreement and already included
in the pricing. If the services are charged separately the price must be inserted in SSA-T Appendix 7.

5.3 Corrective maintenance

# Requirement

1

Errors reported by the Customer must contain the Customer's proposal for categorizing the error (A, B
or C error), as described in SSA-V clause 2.2.5. If the work with an error situation shows that the
categorization is incorrect or is no longer valid, the Contractor must propose a changed categorization.
Changed categorization is only valid if the Customer approves the change.

The Contractor must, by agreement, deliver error reports where the Customer is affected, which
describes the consequences for the customer, deviation reports and any change requests.

The Contractor will make bug fix releases available to the Customer when required to fix any urgent
issues.

The Contractor shall provide new releases including fixes to previously reported problems and
improved or new functionality to the software.

The Contractor must carry out thorough tests of the software before the correction is made available for
installation in the Customer’s test environment. The testing must also ensure that no errors have
occurred as a result of the error correction.

The Contractor must maintain control of all third-party libraries and components in the solution in
order to uncover security vulnerabilities and updates that are significant for the solution and ensure
that errors in third-party libraries that imply the need for error correction of the solution are delivered
under the same conditions as error corrections in self-developed components.

The Contractor is obliged, without additional remuneration, to assist with the implementation of system
corrections in connection with category A and B errors.

5.4 Error handling (clause 2.2.5)

# Requirement

1 The Contractor shall provide fixes to problems and improvements to vulnerabilities for the version of
the software or hardware used by Customer.

2 The Customer wants error handling work to be initiated as soon as the error is reported and solved as
soon as possible, c.f. SSA-V Appendix 5.

3 If the Customer is in doubt as to whether the error is caused by software, equipment or the network, the

Customer can demand that the Contractor implements the necessary measures for troubleshooting. The
Contractor shall assist the Customer in fault finding and rectification, even if it is unclear whether the
fault is the Contractor’s responsibility, if the Customer requests this.
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4 The Customer will upon the Contractor’s advice purchase and store critical components (hardware
spare-parts) on-site to minimize the restore time on error caused by hardware. The Customer may be of
help to fix hardware error upon guidance of the Contractor.

5 The Contractor shall describe relevant support packages for equipment which does not have spare parts
stored at the Customer’s facility.

5.5 New versions (clause 2.2.7)

# Requirement

1

The Contractor must offer new versions of the software to the Customer as soon as reasonably possible
after new versions become available. The parties will agree to a timetable for testing and the migration
from the current version with the aim of minimizing interruption to the Customer’s operations.

The Contractor must inform the Customer in writing in reasonable time before launching a new version.
The information must include changes that may significantly impact the Customer’s use of the BCS
solution.

The Contractor must support previous version of the software up to 12 months after a release of new
main version.

All new versions should be backward compatible so that functionality that the Costumer is using, or is
planning to use, is not lost in the new version.

Upon the release of new versions, the Contractor shall ensure that the version/fix has been subject to
testing, equivalently to the requirements as set forth in the SSA-T Agreement, in an environment
comparable to the Customer’s production platform. Documentation on such testing, including test
results, should follow the release.

As a general rule, the Customer is responsible for the installation of system corrections and new
software versions, but the Contractor shall, upon specific request from the Customer, be able to assist,
or possibly take responsibility for this, in accordance with the hourly prices that are provided in SSA-T
Appendix 7.

The Contractor shall describe their methods for delivering new versions, e.g., how often major or minor
releases are provided to the Customers.

6 UPDATING OF DOCUMENTATION (CLAUSE 2.2.3)

Customer’s requirements related to updating of documentation are set out below;

# Requirement

1

The Contractor must deliver updated documentation for new versions and significant changes to the
BCS solution. This update shall be part of the monthly subscription pricing as per SSA-T Appendix 7.

A new version must contain a version note. The note must describe what has been changed, which
upgrades, optimization, configuration changes, technical/logical sketch and error corrections have been
carried out as well as a test report. Correspondingly, error correction in the form of a fix/patch must be
documented.

Customer-specific documentation and general product documentation must be made available in
English.

For each main delivery, the Contractor must deliver safety documentation that includes:
— Updated solution description for security
— Requirements for configuration in the Customer's environment to safeguard security

— A guarantee that the delivery does not contain code that could weaken the security of the
solution, including viruses, back doors, unspecified/undocumented functions, or other forms
of malware
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7 INSTALLATION OF PATCHES, ETC. (CLAUSE 2.2.6)

If the Customer or the Customer's operational services provider shall install patches, this shall
be specified here.

If the Customer permits the Contractor to deliver software rectifications in the form of a new
version of the software, even if this requires upgrading the Customer's technical platform or
making changes to the Customer's other systems, this shall be specified here.

8 FURTHER DEVELOPMENT (CLAUSE 2.2.8)

Requirements to further development and functionality/features to be implemented as part of
v0.5, v1.0, and v2.0 are set out in SSA-T Appendix 1. The Contractor shall describe how
operations and maintenance of the BCS solution will be carried out during the development of
new functionality/features.

9 TRAINING

Customer’s requirements related to training are set out below;

Requirement

1 The Contractor must provide, upon request, functional and/or technical training of the Customer’s
internal experts/super users on the software and on the problem reporting procedures and problem
analysis tools.

10 GENERAL EXTERNAL LEGAL REQUIREMENTS AND MEASURES
(CLAUSE 9.1)

Here, the Customer shall identify which legal requirements, or requirements that are specific to
the party in question, are of relevance to the conclusion and implementation of this Agreement.

11 PERSONAL DATA (CLAUSE 9.3)

Customer’s requirements related to general external legal requirements and measures are set
out below;

Requirement

1 The Contractor shall handle personal data in accordance with applicable Norwegian laws and
regulations. The Contractor will have to comply and sign a data processor agreement pursuant to GDPR
at the time of contract signing (see Attachment 2).

12 STANDARDISED DAMAGES AND HOURLY LIQUIDATED DAMAGES
(CLAUSE 11.4.3)

Other rates and periods for hourly liquidated damages, as well as which deliverables they shall
apply to, that differ to what is set out in the Agreement's clause 11.4.3, may be described by the
Customer here.



